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Introduction

1. The URL for Service Access

https://cloudapi.volanetworks.net

When accessing the server interface or the device interface, you need to add this URL before the
request URL.

For example, when adding the server interface:

Request URL:

POST: /user-mgmt-api/get-access-token

POST indicates that the request method is POST. When the request URL is /user-mgmt-api/get-access-
token, you need to add https://cloudapi.volanetworks.net before it, so the complete access URL to the
interface is https://cloudapi.volanetworks.net/user-mgmt-api/get-access-token

This rule is also applicable to other interfaces.

2. Basic Introduction

1.2.1. Body and Body Parameter

In this document, Body refers to the HTTPS request body and Body Parameter means you need to add
the request parameters to the Body of HTTPS request.

Note:

For the Body parameter specified in this document, the Content-Type of the HTTPS request header

needs to be specified as application/json;charset=UTF-8, that is, the data format is json.

3. https

The API load certificates with openssl tls.

4. Request Data Structure

The form of the request data uses JSON encoded by UTF-8.

Example Request:

"email":"test@flyingvoice.com",

"password":"password"
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5. Authentication method

III

Please use your login account for “email” and “password”, and the HTTPS response will return a token
value after logging in, which you need to carry in subsequent APl requests

6. Returned Data Structure

The form of the returned data uses JSON encoded by UTF-8. The structure of the returned data is
unified as follows:

"code":200,

"status":"Get access token succeed",

"accessToken":"token value"

Code : the result code.
Status : the requests results return a description.
accessToken: the token value returned after successful login.

Supported APl operations

2.1 Login And GetAccessToken API

Request URL:
POST: /user-mgmt-api/get-access-token
Request Parameter:
Body Parameter

Parameter Type Mandatory Description
email String Yes Login username
password String Yes Login password

Example Request:

"email":"test@flyingvoice.com",
"password":"http://www.server.com"

Example of Successful Response:

2
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Note: Tokens are valid for 24 hours

2.2. Device Basic Operation API

2.2.1 Send Password To Device
Request URL:

POST: /org-mgmt-api/device-basic-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
devicelndex String Yes Device SN or MAC
deviceModel String Yes Device model

token String Yes Access_token value
targetOrgld String Yes OrglID
operation String Yes Operation type

Example Request:

"devicelndex": "VOLA17124600110", //mac format(aa:bb:cc:dd:ee:ff)
"deviceModel": "PR12",

"token": "xxx",

"targetOrgld": "xxx",

"operation": "add"

Example of Response:

2.2.2 Confirm Add Device
Request URL:

POST: /org-mgmt-api/device-basic-operation
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Body Parameter

Parameter Type Mandatory Description
devicelndex String Yes Device SN or MAC
deviceModel String Yes Device model

connectPassword String Yes random password
description String No Device description
token String Yes Access_token value
targetOrgld String Yes OrglID
operation String Yes Operation type

Example Request:

"devicelndex": " VOLA17124600110",//mac format(aa:bb:cc:dd:ee:ff)
"deviceModel": "PR12",

"connectPassword": "257253",

"description": "KerwinTest",

"token": "xxx",

"targetOrgld": "xxx",

"operation": "addConfirm"

Example of Response:

2.2.3 Delete Device
Request URL:

POST: /org-mgmt-api/device-basic-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description

token String Yes Token

VOLA Networks Corporation Address: 683 Quinn Ave, San Jose, CA Zip Code:95112



PR Web: www.volanetworks.com
c0000 Email: support@volanetworks.com
[ X ] [ X .

-S4 Tel: 408 698 8652

devicelndex String Yes Device SN or MAC
operation String Yes Operation type

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225300021",//mac format(aa:bb:cc:dd:ee:ff)
"operation": "delete"

Example of Response:

2.2.4 Update Device Usage Status To In Use

Request URL:

POST: /org-mgmt-api/device-basic-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes Token
devicelndex String Yes Device SN or MAC
operation String Yes Operation type
Yes Device usage
usageStatus String status:InUse or
inventory

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225300021",//mac format(aa:bb:cc:dd:ee:ff)

"operation": "updatelnfo",

"usageStatus": "inUse"

Example of Response:

5
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2.2.5 Update Device Usage Status To In Inventory
Request URL:

POST: /org-mgmt-api/device-basic-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes Token
devicelndex String Yes Device SN or MAC
operation String Yes Operation type
Yes Device usage
usageStatus String status:InUse or
inventory

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225300021",//mac format(aa:bb:cc:dd:ee:ff)

"operation": "updatelnfo”,

"usageStatus": "inventory"

Example of Response:

2.2.6 Update Device Description
Request URL:
POST: /org-mgmt-api/device-basic-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description

token String Yes Token
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devicelndex String Yes Device SN or MAC
operation String Yes Operation type
description String Yes Device description

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225300021",//mac format(aa:bb:cc:dd:ee:ff)

"operation": "updatelnfo",
"description": "1234"

Example of Response:

2.2.7 Obtain Device Information
Request URL:

POST: /org-mgmt-api/device-basic-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes Token
devicelndex String Yes Device SN or MAC
operation String Yes Operation type

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225300021",//mac format(aa:bb:cc:dd:ee:ff)

"operation": "getInfo"

Example of Response:
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2.2.8 Obtain Complete Device Node
Request URL:

POST: /org-mgmt-api/device-basic-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes Token
devicelndex String Yes Device SN or MAC
operation String Yes Operation type

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225300021",//mac format(aa:bb:cc:dd:ee:ff)

"operation": "getFullNode"

Example of Response:

//Details omitted for brevity
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2.2.9 Obtain Partial Device Node
Request URL:
POST: /org-mgmt-api/device-basic-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
Token String Yes Token
devicelndex String Yes Device SN or MAC
operation String Yes Operation type
nodeArray String Yes node parameters

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225300021",//mac format(aa:bb:cc:dd:ee:ff)
"operation": "getPartNode",
"nodeArray": |
"Device.Devicelnfo",
"Device.Services"

]

//Support queries with or without private tags

}

Example of Response:

//Details omitted for brevity
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2.3 Device Task Operation API

2.3.1 Create a Node Get Task

Request URL:
POST:/org-mgmt-api/device-task-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token
devicelndex String Yes Device SN or MAC
. Yes Action type and node
parameterBody Dict
parameters
. Yes getParameterValues
name String
parameterName List Yes Supports queries across
S multiple nodes
Yes True or False
True: Task issued
connectionRequ immediately
boolean )
est False: Follow the inform to
take effect
operation String Yes Operation type

Example Request:

"token": "xxx",
"devicelndex": "SN/MAC",//mac format(aa:bb:cc:dd:ee:ff)

"parameterBody": {

"name": "getParameterValues",
"parameterNames": ["Device.Devicelnfo", "Device.Services"]

10
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"connectionRequest": true,

"operation": "createTask"

Example of Response:

2.3.2 Create a Node Set Task

Request URL:
POST:/org-mgmt-api/device-task-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token
devicelndex String Yes Device SN or MAC
. Yes Action type and node
parameterBody Dict
parameters
name String Yes setParameterValues
parameterName List Yes Supports queries across
S multiple nodes
Yes True or False
) True: Task issued
connectionRequ . .
ost boolean immediately
False: Follow the inform to
take effect
operation String Yes Operation type

Example Request:

"token": "xxx",
"devicelndex": "SN/MAC",//mac format(aa:bb:cc:dd:ee:ff)

"parameterBody": {

"name": "setParameterValues",
"parameterValues": [

11
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"Device.Services.VoiceService.1.SIP.Network.1.ProxyServer",
"192.168.50.22"

"Device.Services.VoiceService.1.SIP.Network.1.ProxyServerPort",
"5062"

"connectionRequest": true, // Whether the task needs to be immediately dispatched

"operation": "createTask" // Operation name, indicating that the current operation is to create a task

Example of Response:

2.3.3 Create a Node Reboot Task

Request URL:
POST:/org-mgmt-api/device-task-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token
devicelndex String Yes Device SN or MAC
parameterBody Dict Yes Action type
name String Yes reboot
True or False
. Yes ]
connectionRequ True: Task issued
boolean immediately
est False: Follow the inform to
take effect
operation String Yes Operation type
12
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Exdample Request:

"token": "xxx",
"devicelndex": "SN/MAC",//mac format(aa:bb:cc:dd:ee:ff)
"parameterBody": {

"name": "reboot"

|3
"connectionRequest": true, // Whether the task needs to be immediately dispatched

"operation": "createTask" // Operation name, indicating that the current operation is to create a task

Example of Response:

2.3.4 Create a Node FactoryReset Task

Request URL:
POST:/org-mgmt-api/device-task-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token
devicelndex String Yes Device SN or MAC
parameterBody Dict Yes Action type
name String Yes factoryReset
True or False
. Yes ]
connectionRequ True: Task issued
boolean immediately
est False: Follow the inform to
take effect
operation String Yes Operation type

Example Request:

{

"token": "xxx",

13
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"devicelndex": "SN/MAC",//mac format(aa:bb:cc:dd:ee:ff)
"parameterBody": {
"name": "factoryReset",

17

"connectionRequest": true, // Whether the task needs to be immediately dispatched

"operation": "createTask" // Operation name, indicating that the current operation is to create a task

Example of Response:

2.3.5 Create a Node Upgrade Task

Request URL:
POST:/org-mgmt-api/device-task-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token
devicelndex String Yes Device SN or MAC
parameterBody Dict Yes Action type
name String Yes factoryReset
Fi i lacloud
fileName String Yes |rm\{vare name in v.o aclou
firmware repository
fileType String Yes 1 Firmware Upgrade Image
True or False
. Yes ]
connectionRequ True: Task issued
boolean immediately
est False: Follow the inform to

take effect

operation String Yes Operation type

Example Request:

14
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"token": "xxx",
"devicelndex": "SN/MAC",//mac format(aa:bb:cc:dd:ee:ff)
"parameterBody": {

"name": "download",

"fileName": "xxx.bin",

"fileType": "1 Firmware Upgrade Image"

17

"connectionRequest": true, // Whether the task needs to be immediately dispatched

"operation": "createTask" // Operation name, indicating that the current operation is to create a task

Example of Response:

2.3.6 Obtain Task Results

Request URL:
POST:/org-mgmt-api/device-task-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token
devicelndex String Yes Device SN or MAC
operation String Yes Operation type
tasklds String Yes Task ID

Example Request:

"token": "xxx",
"devicelndex": "SN/MAC",//mac format(aa:bb:cc:dd:ee:ff)

"operation": "getTaskResult",

"tasklds": ["xxx","xxx"] // Task ID array to obtain task results

Example of Response:

15
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2.4 Org Operation API

2.4.1 Obtain Organization Information

Request URL:
POST: /org-mgmt-api/org-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token
operation String Yes Operation type

Example Request:

"token": "xxx",

"operation": "getOrglnfo"

Example of Response:

16
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2.4.2 Create Organization

Request URL:
POST: /org-mgmt-api/org-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token
operation String Yes Operation type
orgName String Yes org name
orgDescription String No org Description
userEmail String No User email
parentOrgld String Yes parent org Id

Example Request:

"token": "xxx",

"operation": "createChildOrg",
"orgName": "Your orgname",
"orgDescription": "your org description",
"userEmail": "Org owner Email",

"parentOrgld": "xxx"

Example of Response:

2.4.3 Update Organization Information

Request URL:
POST: /org-mgmt-api/org-operation

Request Parameter:
Body Parameter

17
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Parameter Type Mandatory Description
token String Yes token
operation String Yes Operation type
orgName String Yes org name
orgDescription String No org Description
targetOrgld String Yes target org Id

Example Request:

"token": "xxx",

"operation": "updateOrginfo",

"orgName": "xxx",

"orgDescription": "xxx",
"targetOrgld": "xxx"

Example of Response:

2.4.4 Delete Organization

Request URL:
POST: /org-mgmt-api/org-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token

operation String Yes Operation type

childOrgld String Yes child org Id

Example Request:
{

"token": "xxx",
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"operation": "deleteChildOrg",

"childOrgld": "xxx"

Example of Response:

2.5 Org Member Opreation API

2.5.1 Query Organization Member List

Request URL:
POST: /org-mgmt-api/org-member-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes token
operation String Yes Operation type

Example Request:

"token": "xxx",

"operation": "get"

Example of Response:
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Add Member to Org

Request URL:
POST: /org-mgmt-api/org-member-operation

se
°
°
!
2

2.5.

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
email String Yes User email
token String Yes token

targetOrgld String Yes OrglID
operation String Yes Operation type

Example Request:

"email": "1365913261111@qqg.com”,
tOken" n X",
"targetOrgld": "7cefc418-bfe6-451c-afba-42fd83b871c0",

"operation": "add"

Example of Response:

2.5.3 Modify Member Permissions

Request URL:
POST: /org-mgmt-api/org-member-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
email String Yes User email
token String Yes token
tareetRole Strin Yes target Role identity
€ B SUPER_ADMIN or MEMBER
targetOrgld String Yes OrglID
20
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Yes

operation String Operation type

Example Request:

"email": "1365913261111@qqg.com”,
"token": "xxx",

"targetRole": "SUPER_ADMIN",

"targetOrgld": "7cefc418-bfe6-451c-afba-42fd83b871c0",

"operation": "update"

Example of Response:

2.5.4 Delete Member from Org

Request URL:
POST: /org-mgmt-api/org-member-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
email String Yes User email
token String Yes token

targetOrgld String Yes OrgID

operation String Yes Operation type

Example Request:

"email": "1365913261111@qg.com"”,
"token": "xxx",
"targetOrgld": "7cefc418-bfe6-451c-afba-42fd83b871c0",

"operation": "delete"

Example of Response:

21
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2.6 Org File Operation API

2.6.1 Obtain The Device Firmware Upgrade List
Request URL:

POST: /org-mgmt-api/org-file-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
token String Yes Device description
operation String Yes Operation type
devicelndex String Yes Device serial number

Example Request:

"token": "xxx",
n, n

"operation": "getFirmware",
"devicelndex": "SN/MAC"

Example of Response:

22
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2.7 Provision Config Operation API

2.7.1 Upload Provision File

Request URL:
POST: /org-mgmt-api/provision-config-operation

Request Parameter:
Body Parameter

a Email: support@volanetworks.com

Parameter Type Mandatory Description
token String Yes token
devicelndex String Yes Device SN or MAC
description String Yes Device description
file Binary Yes Configuration file
operation String Yes operation type

Example Request:

"token": "xxx",

"devicelndex": "VOLA00225411111",//mac format(aa:bb:cc:dd:ee:ff)
"description": "test",

"file": "xxx", //binary

"operation": "upload"

Example of Response:

2.7.2 Obtain Provision File

Request URL:
POST: /org-mgmt-api/provision-config-operation

Request Parameter:
Body Parameter

VOLA Networks Corporation

Address: 683 Quinn Ave, San Jose, CA Zip Code:95112

Parameter Type Mandatory Description
token String Yes token
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devicelndex String Yes Device SN or MAC
operation String Yes operation type

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225411111",//mac format(aa:bb:cc:dd:ee:ff)

"operation": "get"

Example of Response:

2.7.3 Download Provision File

Request URL:
POST: /org-mgmt-api/provision-config-operation

Request Parameter:

Body Parameter
Parameter Type Mandatory Description
token String Yes token
devicelndex String Yes Device SN or MAC
operation String Yes operation type

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225411111",//mac format(aa:bb:cc:dd:ee:ff)

"operation": "download"

24
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6 <node n ="HardwareVersion" rw= ="string"=v1.1.2L</node>

7 <node n ="Manufacturer” rw="@" ing">Vola Metworks</node>

8 cnode n "Manufactureroul” y "ztring"=ER1366< /nodex

9 <node nams="ModelName" 1w="0 ”Etring”:?RlQ:fnodE%

18 znode nams="ProductClass" r ="string"»PR12</node>

11 <node nams="SerialNumbexr™ rw string">VOLARBB22E4088308< /nodex

12 <node name="SoftwareVersion" rw="0" type="string":=Ve.3.0DL</node>

13 <node name="UpTime" rw="0" type="unsignedInt">67186</node>

14 <node name="ProvisioningCode " type="string"></node>

15 znode nams="HostNams" zw="1" 'string"»>PR12</nodex

16 <node nar "DeviceStatus" vope=s"string">UP</nodes

17 ¢<node name="AdditionalSoftwareVersion" rw="0" type="string">FVLMAGRE3E4_T_QOE8381MEEE261,
CEC2EAFFARGTALAMAG< /node>

18 ¢<node name="AdditionalHardwareVersion" rw="8" type="string">V1.1.2.1.4.1.1</node>

19 <node nar '¥_BatteryStatus" rw="0" type="string":>Idle</nodex>

28 <node n '¥_BatteryPercentage" rw="8" type="string">100%</node>

21 <node nams="X_Powerstatus" rw="0" type="string"»DC</nodex

2.7.4 Delete Provision File

Request URL:
POST:/org-mgmt-api/provision-config-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description

token String Yes token

devicelndex String Yes Device SN or MAC

operation String Yes operation type

Example Request:

"token": "xxx",
"devicelndex": "VOLA00225411111",//mac format(aa:bb:cc:dd:ee:ff)
"operation": "delete"

Example of Response:
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2.8 Obtain DashBoard Stats API

Request URL:

POST: /org-mgmt-api/get-dashboard-stats

Request Parameter:
Body Parameter

Parameter Type Mandatory Description

the token value returned after successful

token String Yes .
login.
Option noFlow. onlyFlow. all
noFlow: Queries excluding LTE data
usage
flowMode String Yes onlyFlow: Query LTE traffic statistics
separately

all: Includes the above two types

Example Request:

"token":"token Value",
"flowMode": "all"//Option noFlow. onlyFlow. all

Example of Response:

26
VOLA Networks Corporation Address: 683 Quinn Ave, San Jose, CA Zip Code:95112



P Web: www.volanetworks.com
c0000 Email: support@volanetworks.com
*0000. Tel: 408 698 8652

2.9 Obtain Device List API

Request URL:

POST: /org-mgmt-api/device-list

Request Parameter:
Body Parameter

Parameter Type Mandatory Description

the token value returned after successful

token String Yes .
login.

usageStatus String Yes inventory / inUse

Example Request:
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"token":"token Value",

"usageStatus":"inventory" //Option inventory. inUse

Example of Response:

2.10 User Operation API

2.10.1 Obtain User Information API
Request URL:

POST: /user-mgmt-api/user-operation

Request Parameter:
Body Parameter
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. Yes
token String Token
. . Yes ,
operation String Operation type

Example Request:

"token": "xxx",

"operation": "getInfo"

Example of Response:

2.10.2 Update user information

Request URL:

POST: /user-mgmt-api/user-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
. the token value returned after

token String Yes .

successful login.
nickName String Yes user nick name

) True or false :whether

acceptEmailAlert boolean Yes .

accept Email Alert
timeZone String Yes time zone
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operation String Yes Operation type

Example Request:

"token": "xxx",
"nickName": "cc",
"acceptEmailAlert": false,
"timeZone": "Asia/Shanghai",

"operation": "updatelnfo"

Example of Response:

2.10.3 Obtain User Organization List

Request URL:
POST: /user-mgmt-api/user-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description

the token value returned after successful

token String Yes .
login.

operation String Yes Operation type

Example Request:

"token": "xxx",

"operation": "getOrgList"

Example of Response:
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2.10.4 Switch user's current organization
Request URL:

POST: /user-mgmt-api/user-operation

Request Parameter:
Body Parameter

Parameter Type Mandatory Description
. the token value returned after successful
token String Yes .
login.
targetOrgld String Yes target Org Id
operation String Yes Operation type
Example Request:
31
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"token": "xxx",

"targetOrgld": "xxx",

"operation": "switchOrg"

Example of Response:

32
VOLA Networks Corporation Address: 683 Quinn Ave, San Jose, CA Zip Code:95112



	Introduction
	1. The URL for Service Access
	2. Basic Introduction
	3. https
	4. Request Data Structure
	5. Authentication method
	6. Returned Data Structure

	Supported API operations
	2.1 Login And GetAccessToken API
	2.2. Device Basic Operation API
	2.2.1 Send Password To Device
	2.2.2 Confirm Add Device
	2.2.3 Delete Device
	2.2.4 Update Device Usage Status To In Use
	2.2.5 Update Device Usage Status To In Inventory
	2.2.6 Update Device Description
	2.2.7 Obtain Device Information
	2.2.8 Obtain Complete Device Node
	2.2.9 Obtain Partial Device Node

	2.3 Device Task Operation API
	2.3.1 Create a Node Get Task
	2.3.2 Create a Node Set Task
	2.3.3 Create a Node Reboot Task
	2.3.4 Create a Node FactoryReset Task
	2.3.5 Create a Node Upgrade Task
	2.3.6 Obtain Task Results

	2.4 Org Operation API
	2.4.1 Obtain Organization Information
	2.4.2 Create Organization
	2.4.3 Update Organization Information
	2.4.4 Delete Organization

	2.5 Org Member Opreation API
	2.5.1 Query Organization Member List
	2.5.2 Add Member to Org
	2.5.3 Modify Member Permissions
	2.5.4 Delete Member from Org

	2.6 Org File Operation API
	2.6.1 Obtain The Device Firmware Upgrade List

	2.7 Provision Config Operation API
	2.7.1 Upload Provision File
	2.7.2 Obtain Provision File
	2.7.3 Download Provision File
	2.7.4 Delete Provision File

	2.8 Obtain DashBoard Stats API
	2.9 Obtain Device List API
	2.10 User Operation API
	2.10.1 Obtain User Information API
	2.10.2 Update user information
	2.10.3 Obtain User Organization List
	2.10.4 Switch user's current organization



